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Digital trust in the workplace:  
Testing a new instrument 
on a multicultural sample
MARKUS LAUNER, FATIH ÇETIN, JOANNA PALISZKIEWICZ

Abstract
The theme of digital trust is of the utmost importance 
during the digital transformation of our workplaces and 
society. Rapidly changing technological innovations dis-
rupt lives and workplaces. Such a transformation influ-
ences an employee’s feelings and self-esteem pertaining 
to their work and life. It changes the way people believe 
in the ability, reliability, and power of something or 
someone. This study suggests a new instrument for the 
measurement of digital trust in the workplace based on 
three dimensions: technology, people, and processes. We 
used a worldwide sample consisting of 5575 employees 
working in different countries and industries, employ-
ing a snowball sampling method. An online survey was 
used to collect data after translating items into different 
languages. In order to test the proposed model, the fac-
torial structures and internal consistencies were calcu-
lated. The results showed that the 50-item questionnaire 
is a valid and reliable instrument for measuring the core 
structure of a digital trust model. Moreover, the affirmed 
10 subdimensions present a constructional basis for un-
derstanding the main drivers of digital trust in the work-
place. This study builds and tests a new three-dimension-
al model of digital trust in the workplace. Focusing on 
employees’ trust perceptions of technologies, people, and 
processes in the workplace, this study presents three fac-
tors which are fundamental to answering the question of 
what influences employees’ digital trust in the workplace. 
This study proposes a valid and reliable instrument for 
measuring digital trust in the workplace in different en-
vironments.
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Introduction
With the integration of digital technologies 
into all areas of business, such as Information 
and Communication Technologies (ICT), 
the Internet of Things, Artificial Intelligence, 
Virtual or Augmented Reality, blockchain, 
robotics, and automation, etc., the need for 
trust is becoming a fundamental factor for 
doing business and for people using these 
technologies as well (Charalambous et al., 
2016; Alcazar, 2017; Ejdys, 2018; Amin et al., 
2019; Ferrario et al., 2021; Rakowska, 2021; 
Intalar et al., 2021). From a human point of 
view, establishing a trusting relationship 
with others and with these technologies in 
the digital workplace is the key to individu-
al and organisational cooperation and suc-
cess (Lankton et al., 2015; Ettlie et al., 2017; 
Sindwani, 2020). In this respect, the unique 
characters of digital trust, indicating initi-
ating and maintaining elements of any rela-
tionship, raises the fundamental question of 
our time: what influences employees’ digital 
trust in the workplace?

The article aims to answer this question, 
present a new model, and test a newly cre-
ated digital trust instrument. Although 
previous studies attempted to measure 
digital trust in Industry 4.0 technologies 
(Mubarak and Petraite, 2020), trust in peo-
ple with computer-mediated technologies 
(Mackenzie, 2010), or human-computer 
trust (Gulati et al., 2019), we have not come 
across any study focusing on digital ele-
ments of the workplace environment and 
discussing individual perceptions of digital 
trust. In this paper, the meaning of trust and 
digital trust is presented. Next, the model is 
described as consisting of technology, peo-
ple, and processes with their sub-dimen-
sions. In the research section, the newly cre-
ated instrument is tested on a multi-cultural 
sample. Finally, the discussion, conclusions, 
limitations, and future directions are pre-
sented. 

1. Literature review
1.1. The concept of trust and digital trust 
The concept of trust is a multidimension-
al phenomenon with different definitions, 
such as a personality trait (Rotter, 1967), 
a feeling (Gibb, 1978), a positive expecta-
tion (Rousseau et al., 1998: 395), a state of 
mind (Sako and Prices, 1992), or a willing-
ness to accept a vulnerable situation (Bos 
et al., 2002). According to Nikodemska–
Wołowik et al. (2020), trust comprises reli-
ability, longevity, business with a human face, 
high-quality products, and a commitment 
to local communities. From the relational 
perspective, trust is perceived in terms of in-
dividuals’ expression of the belief that others 
a) will not act in a way that is harmful to the 
trusting firm, b) will act in such a way that 
is beneficial to the trusting firm, c) will act 
reliably, and d) will behave or respond in 
a predictable and mutually acceptable man-
ner (Paliszkiewicz, 2014).

According to the interactions between 
individuals and their digital environment, 
digital trust is related to expectations, per-
ceptions, and beliefs. Corritore et al. (2003: 
740) describe digital trust as “an attitude of 
confident expectation in an online situation 
of risk that one’s vulnerabilities will not be ex-
ploited.” In turn, Wang and Jeong (2018: 163) 
present it as “general beliefs in online service 
providers that result in behavioral inten-
tions.” Pietrzak and Takala (2021) claim that 
it is “the measure of confidence which work-
ers, consumers/buyers, partners and other 
stakeholders have in an organisation’s ability 
to protect data and the privacy of individu-
als.” According to a suggested model (Marcial 
and Launer, 2019) and our proposition, the 
definition of digital trust is “the general be-
lief that technology, people, and processes act 
or are aligned in ways that will fulfill people’s 
digital expectations, such as sense of confi-
dence, security, or control to support the cre-
ation of a secure digital environment.”
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1.2. Digital trust in the workplace 
Marcial and Launer (2019) suggest a frame-
work for researching digital trust in the 
workplace. This framework, based on an in-
put-output model in the principles of infor-
mation systems, was used as a basis for the 
formulation of the conceptual framework of 
this study. For example, the level of trust in 
digital technology is one of the principles of 
information systems. Other theories taken 
into consideration in this study are: Forrester’s 
Social Technographics Ladder, Technology 
Adoption Theory, Management Theory, 
Information Systems Theory, the Software 
Quality model, General Data Protection 
Regulation Principles, Digital Citizenship 
Principles, and Caldicott Principles. Thus, 
the level of digital trust is measured in terms 
of Technology, People, and Processes (PWC, 
nd.). Covering key mechanisms of digital 
trust in the workplace, this model original-
ly proposes different interrelated factors. 
The distal factors are demographical vari-
ables, technological profiles, employement 
background, technology integration, de-
cision-making styles, and personality. The 
proximate factors refer to the technology 
used, people involved, and the digitalisation 
process in the workplace. These factors cover 
and structure the key mechanisms of digital 

trust in the workplace in a practicable way for 
practice and provide a well-founded theoreti-
cal basis for future research:

	• Technology: The technology factor 
is employees’ perceived trust in the 
reliability and effectiveness of the re-
sults of performed actions of techno-
logical artifacts, such as the quality of 
technologies, the devices used in the 
workplace, the hardware and software 
systems, and the information systems.

	• People: The people factor is employ-
ees’ perceived trust in other people in 
the online platforms in the workplace 
or environment, such as managers 
from different managerial levels, co-
workers, supporting and technical 
employees, and also people from the 
immediate external environment such 
as customers, suppliers, and stake-
holders.

	• Processes: The processes factor is em-
ployees’ perceived trust in the accuracy 
and success of the data collection, pro-
cessing, and protection systems in the 
workplace or between companies, such 
as data processing, data protection, and 
the Internet and social media.

In the conceptual model, three factors were 
considered: technology, people, and processes. 
The model is presented in Figure 1.
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Figure 1. Model of digital trust in the workplace
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Source: own elaboration

1.2.1. Digital trust in technology
Depending on the concept of trust, the tech-
nology factor is asssociated with the capa-
bilities of the technologies to perform a par-
ticular action (Castelfranchi and Falcone, 
1998; Taddeo, 2010; Corritore et al., 2003; 
Alsmairat, 2021). In this framework, the ca-
pabilities or competencies of technologies 
construct trust according to certain expec-
tations of individuals. In the workplace, em-
ployees’ perceived trust is the reliability and 
effectiveness of the results of performed ac-
tions of technological artifacts. For instance, 
a copier that produces a quality product for 
a customer is thought of as trustworthy in 
terms of meeting expectations, or web site fa-

cilities that inspire customers’ buying behav-
ior are considered a reliable virtual location 
for advertising.

The technology components in this study 
are related to quality, electronic devices pro-
vided by the company either for official or per-
sonal use, hardware and software systems in-
stalled, and information systems implemented 
in the workplace (Karri et al., 2010; Mcknight 
et al., 2011; Moldabekova et al., 2020). The 
quality describes the consumer or client ben-
efits and values, the integrity of processes, 
control and security, data accuracy, perfor-
mance, reliability, and business continuity 
(Tehranipoor and Wang, 2011; Mishra et al., 
2017). The devices provided by the company 
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can be tablets, laptop computers, smartwatch-
es, and other smart wearable devices (Kirs 
and Bagchi, 2012; Stair and Reynolds, 2021). 
Hardware and software dimensions are also 
related to ID systems in daily time recording, 
doors, gates, and others, entering and exiting 
the company or organisation, ID systems in 
printing and duplication services, email track-
ing (Reed and Jain, 2015) and monitoring sys-
tems (Staples, 2014). 

1.2.2. Digital trust in people

People are an indispensable element for the 
effective operation of all electronic systems in 
the workplace (O’Brien and Marakas, 2011). 
Individuals use digital technologies to com-
municate with each other, such as email, 
chats, and messenger services. Therefore, 
trust is an important factor when working 
with colleagues within your own or external 
organisation, in hierarchical, conventional, 
or virtual teams – the so-called “trust at the 
click of a mouse” (Wilson et al., Mc Evily, 
2006; Ebrahim et al., 2009; Breuer and Hertel, 
2017).

The digital trust of people in this study 
depends on the colleagues they are working 
with at their workplace, from top-level man-
agement to front line managers, employees 
dealing with IT and data support services 
(internal department or external services), 
and managers dealing with external entities 
from customers and suppliers to service pro-
viders and governments. In the meantime, 
the growing digital collaborative and social 
nature of digital workplaces is reflected in 
the development of trusted virtual teams and 
digital teamwork, which is an important ba-
sis for the success and performance of an or-
ganisation (Jarvenpaa et al., 2004; Peters and 
Karren, 2009; Bennett and Bierema, 2010). 
Furthermore, most employees deal not only 
with people within the company, but work 
and communicate with external entities and 
environments (Dwyer, 2011). According 
to the supply chain approach, these can be 
customers, clients and suppliers, logistics 

and other service providers (consulting / ac-
counting / IT / taxes), or all kinds of whole-
salers working with electronic trading sys-
tems or platforms (Launer et al., 2019).

1.2.3. Digital trust in processes

The processes factor is the accuracy and suc-
cess of the collection, processing, and pro-
tection of data in the workplace or between 
companies. From the evolutionary perspec-
tive, digitalised processes are a kind of indica-
tor of how trust has gradually been developed 
through ongoing digital interactions (Hart 
and Saunders, 1997). Therefore, all these pro-
cesses of transforming the data from collec-
tion to protection are becoming the building 
blocks of establishing digital trust. For in-
stance, Enterprise Resource Planning is used 
to manage and integrate data in business 
systems, or data protection systems are used 
to manage privacy concerns or the security of 
personal or organisational data.

For the processes factor in this study, the 
level of digital trust is determined as data 
processing operations, data protection prac-
tices, and the use of the Internet and social 
media. Organisations try to maximise the 
quality of processes including input-output 
transformation procedures in the workplace 
such as automation systems, workflow man-
agement, inventory management, etc. The ac-
curacy, timeliness, and quality of these digital 
applications positively influence users’ level 
of digital trust (Rita et al., 2019; Chakravorti 
et al., 2021). Another factor for establishing 
digital trust is online security measures with 
a high level of data privacy and data protec-
tion (Cecere and Rochelandet, 2013; Voigt 
and von dem Bussche, 2017; Pinkham, 2019). 
Lastly, the Internet and social media permit-
ting employees to enable knowledge transfer, 
form virtual social capital, maintain profes-
sional networks, reduce uncertainities, etc. 
are prerequisite factors in bulding trust for 
the purposes of organisational communi-
cation and collaboration (Valenzuela et al., 
2009; Cao et al., 2016).
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2. Methodology 
2.1. Instrument and participants
The questionnaire in this study was part 
of the EU-funded research project “Digital 
Trust and Teamwork” based on the defini-
tions by Launer (2014). A follow-up project 
was conducted with 30 researchers from 
schools in Europe, the USA, Latin America, 
Africa, and Asia named “Digital Trust @ 
the Workplace”, dubbed “eTrust”. Based on 
the proposed model of digital trust in the 
workplace, the questions were generated by 
Marcial and Launer (2019), focusing on the 
digital environment in the workplace, such 
as technologies, devices, data processing pro-
decures, people in the workplace, etc. The 
questions related to individual perceptions 
of the degree of trust in different factors in 
the workplace. A total of 103 items were 
generated for measuring three main digital 
environmental factors, namely technology, 
people, and processes. An electronic ques-
tionnaire was used to collect data by means 
of a snowball sampling method through the 
international personal network of the au-
thors. In order to comply with European 
data protection rules, individuals were invit-
ed to participate in the online questionnaire 
on a voluntary basis and with a guarantee of 
confidentiality. The questionnaire was devel-
oped in English. The English version of the 
questionnaire was evaluated by a Teaching 
English to Speakers of Other Languages 
(TESOL) expert and was revised based on 
TESOL standards. Subsequently, quali-
fied bilingual professionals were commis-
sioned to translate the questionnaires into 
13 different languages (Simplified Chinese, 
Traditional Chinese, Japanese, Spanish, 
Portuguese, Vietnamese, German, Russian, 
Polish, Romanian, Slovenian, and Thai) by 
field experts (professors and postdoctoral re-
searchers) from related countries. The ques-
tionnaire was pre-tested with the calculation 
of test-retest reliability coefficients and the 
internal consistency of the proposed sur-

vey questionnaire. The measurement of the 
test-retest reliability was done in Germany 
(n=51) and the Philippines (n=32). The in-
ternal consistency of the questionnaire was 
measured through the pretesting (n=376) 
of the survey in China, Japan, South Korea, 
Paraguay, Russia, Brazil, Thailand, USA, and 
the United Kingdom from June to November 
2019 (Marcial and Launer, 2021).

The participants in the study were 5574 
employees working in 43 different industries 
from over 30 countries. Of the participants, 
41.2% were female, 8.4% were LGBTQ, and 
50.3% were male. Their age group percent-
age distributions were as follows: 1% were 
aged 18 or younger, 24.2% were aged between 
19 and 28, 24.5% were aged between 29 and 
38, 28.7% were aged between 39 and 48, 
19% were aged between 49 and 58, and 2.5% 
were 59 or older. In terms of marital status, 
47.8% were single, 43.5% were married, 7.9% 
were separated or divorced, and 0.8% were 
widowed. The majority of them had earned 
a bachelor’s degree (36.5%), a master’s de-
gree (32%), or a Ph.D. (12.4%). In terms of 
the distribution of professional experience, 
9.3% had less than one year of experience, 
19.7% from one to three years, 40.3% from 
four to 10 years, 18% from 11 to 20 years, 
6.6% from 21 to 30 years, 1.3 % from 31 to 40 
years, and 0.3% more than 40 years. Their 
employment status was mostly permanent or 
regular (85.8%).

The questionnaire originally consisted of 
103 items measuring three main factors (48 
items for technology, 22 items for people, and 
33 for processes) and 10 sub-dimensions. 
Since most of the responses remained incom-
plete, six open-ended questions, including 
the “other” option, were excluded from the 
questionnaire. The technology factor was 
formed with the following sub-dimensions: 
quality (17 items), device (4 items), hard-
ware-software systems (8 items), and infor-
mation systems (15 items). The people factor 
was formed with the sub-dimensions of man-
agement (6 items), supporters (5 items), and 
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externals (9 items). The process factor was 
formed with the sub-dimensions of data pro-
cessing (15 items), data protection (8 items), 
and the Internet & social media (10 items). 
All the questions were measured on a four-
point rating scale ranging from ‘strongly 
agree’ (1) to ‘strongly disagree’ (4). Thus, the 
increasing values show a higher level of trust 
in the related dimension.

2.2. Statistical procedures

The internal structure of a measurement in-
strument indicates information about the 
validity of the observed scores. The observed 
level in a certain sub-dimension of digital 
trust shows the relationship between items 
and theoretical factors (e.g. technology, peo-
ple, or processes). Factor analysis is the most 
frequently used method for collecting evi-
dence of an instrument’s internal structure 
to assess factorial pattern and validity. In gen-
eral, Explanatory Factor Analysis (EFA) pres-
ents a priori information to identify the latent 
factorial structures and construct validity. In 
most cases, the goal is simply to take a large 
set of variables and decrease them to a more 
manageable number while preserving the 
original variances to the greatest possible ex-
tent. In terms of the existing research, one of 
the purposes is to test the multidimension-
ality of the instrument (Digital Trust Scale). 
The EFA is based on three main decisions: (1) 
the factor extraction model, (2) the number 
of factors retained, and (3) the method used 
to rotate factors. When it comes to explor-
ing the components, Principle Component 
Analysis (PCA) is the most popular tech-
nique for understanding the latent variables 
that explain the relations among the mea-
sured variables. We have selected the cri-
teria of “eigenvalues greater than one” for 
determining the number of factors since it 
provides the most interpretable solution in 
terms of explained variance in a particular 
structure. Lastly, the more interpretable solu-
tion requires rotation analysis based on the 
relations among factorial patterns. While the 

orthogonal rotation assumes that factors are 
uncorrelated, the oblique rotation assumes 
correlated factors. The varimax, as one of 
the orthogonal rotation techniques, attempts 
to maximise the variance of squared loadings 
on a factor. Accordingly, we first used EFA 
with PCA, eigenvalue criteria, and varimax 
rotation analysis to reduce the number of 
items, explore latent structures, and reach 
the most variance explained by assuming un-
correlated factors by employing the SPSS v24 
programme.

However, once the items are primarily 
determined, a Confirmatory Factor Analysis 
(CFA) is needed to support the measurement 
model and also provide evidence of the con-
vergent and discriminate structure of the 
instrument. The CFA is based on latent vari-
able structures that explain the variation and 
covariation among observed variables. The 
normality, a sufficient sample size, and a cor-
rect prior model are the main assumptions of 
the CFA. After providing these assumptions, 
the maximum likelihood model estimation 
method was used to estimate parameters that 
best explain the observed data by using the 
AMOS v23 programme. Furthermore, the 
following fit indices were employed to eval-
uate the goodness of the models: the ratio of 
chi-square to degrees of freedom (x2/df, as 
low as 2 or as high as 5 to indicate a reason-
able fit), Comparative Fix Index (CFI, higher 
than 0.9 or close to 0.95 indicates a good fit), 
the Tucker-Lewis Index (TLI, higher than 
0.9 or close to 0.95 indicates a good fit), and 
Root Mean Square Error of Approximation 
(RMSEA, less than or equal to .05 indicates 
a good model) (Marsh and Hocevar, 1985; 
Hu and Bentler, 1999; Hooper et al., 2008). 

3. Research results
In order to explore the factorial pattern of 
the instrument, an EFA was conducted on 
the entire sample (n = 5574) using SPSS 
software (Table 1). The criteria for factor 
selection included > .30 as the minimum 
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consideration level in the analysis. In the 
first analysis (see Model 1), 11 factors were 
extracted from 97 items, explaining a 57.6% 
variance of the structure by ranging factor 
loadings from .32 to .73. Since many items 
were cross-loaded on more than one fac-
tor, we excluded inconsistent items one by 
one and reanalysed the model until an ad-
missible result was reached. After exclud-

ing 47  inconsistent items, 10 factors were 
extracted from 50 items, explaining 67.2% 
of the variance of the structure by ranging 
factor loadings from .37 to .79 (see Model 
2). The first modelling approach aimed 
to identify an acceptable factor pattern and 
decrease the number of items by excluding 
the inconsistencies.

Table 1. EFA analyses 

Analy-
sis

Number of 
items

Number 
of factors

Factor  
loadings Communalities Eigenvalues Explained 

variances

Model 1 EFA 97 items * 11 from .32 to .73 from .57 to .86
from 1.12  
to 30.81

57.6%

Model 2 EFA 50 items ** 10 from .37 to .79 from .61 to .89
from 1.02  
to 18.70 67.2%

Source: own elaboration

After determining the items and factors, 
CFA was used to confirm the measurement 
model and test the convergent and discrim-
inant structure using the programme Amos 
(Table 2). The explored 10 sub-dimensions 
with 50 items were included as latent and 
observed variables in the model (see Model 
3). The results of this model presented an 
unacceptable fit with producing a high-
er level of chi-square divided by degree of 
freedom, even though other values were 
acceptable (X2/df=8.12, CFI=.95, TLI=.94, 
RMSEA=.036). In this situation, the items 

that create inconsistency were explored 
with the help of modification suggestions 
of the statistical programme. Then, starting 
from the higher values and testing the mod-
el at every turn, these item error variances 
in the same factor were correlated to de-
crease the chi-square value. Ultimately, the 
acceptable fit indices were found after gen-
erating 14 paired item error variances in 
Model 4 (X2/df=4.99, CFI=.97, TLI=.97, 
RMSEA=.027). This result confirmed the 
10-factor structure of the measurement in-
strument (Figure 1).
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Figure 1. The CFA results

 Source: own elaboration

Further to these results, we tested the 
confirmed structure on three different sub-
samples from the entire sample to increase 

the generalisability. For this purpose, three 
different samples (approximately 33% of 
the total sample) were randomly selected. 
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The confirmed structure was tested on each 
sample (Models 5, 6, and 7) and found ac-
ceptable fit indices (the values ranged from: 
X2/df=2.51 to 2.63, CFI=.96 to .97, TLI=.96 

to .97, RMSEA=.029 to .030). All these find-
ings supported the measurement model and 
also provided evidence of the structure of the 
instrument.

Table 2. CFA analyses 

Sample (n) Analysis Number of 
items

Number 
of factors

Factor load-
ings

Fit indices

Model 3 Total Sample-edited 
(5574)

CFA 50 items 10 from 52 to .82 X2/df=8.12, CFI=.95, 
TLI=.94

RMSEA=.036

Model 4 Total Sample-edited & 
modified (5574)

CFA 50 items *** 10 from 49 to .82 X2/df=4.99, CFI=.97, 
TLI=.97

RMSEA=.027

Model 5 Random sample 1
(1860)

CFA 50 items *** 10 from 44 to .82 X2/df=2.51, CFI=.97, 
TLI=.96

RMSEA=.029

Model 6 Random sample 2
(1825)

CFA 50 items *** 10 from 49 to .83 X2/df=2.52, CFI=.97, 
TLI=.96

RMSEA=.029

Model 7 Random sample 3
(1812)

CFA 50 items *** 10 from 46 to .83 X2/df=2.63, CFI=.96, 
TLI=.96

RMSEA=.030

* Excluded 6 items including the option “other”, ** Excluded 47 inconsistent items, *** 14 error variances paired.

Source: own elaboration

The item codes in the measurement 
model and the statistics were presented in 
Table 3. The item means ranged from 2.35 
to 3.31 (SD ranged from .77 to .99), and the 
corrected item total correlations ranged 
from .24 to .69. The skewness (ranged from 
-1.09 to .14) and kurtosis (ranged from -1.25 
to .53) statistics were at acceptable levels 
for the univariate normality. The 50-item 
Cronbach’s Alpha coefficient is .96., and the 
coefficients of sub-dimensions are: .86 for 
Quality, .81 for Device, .87 for Hardware 

Software, .87 for Information Systems, 
.88 for Management, Supporters, .83 for 
Externals, .86 for Data Processing, .90 for 
Data Protection, .88 for Internet and Social 
Media. Furthermore, the grand mean of 
digital trust was 2.935 (SD=.88), with 3.03 
for Technology (SD=.87), 3.00 for People 
(SD=.85), and 2.74 for Process (SD=.91). 
All results indicated that the instrument is 
a valid and reliable measurement for deter-
mining the individual level of digital trust in 
the workplace.
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Table 3. Item statistics for the digital trust instrument

Dimension Factor Item code Mean SD CITC CAIID Min Max Sw. Kr.
Te

ch
no

lo
gy

Quality DT01_01 3.223 0.81 .458 .958 1.00 4.00 -.848 .070

Quality DT01_05 2.979 0.89 .412 .959 1.00 4.00 -.558 -.464

Quality DT01_11 3.203 0.82 .496 .958 1.00 4.00 -.787 -.133

Quality DT01_14 3.310 0.82 .543 .958 1.00 4.00 -1.096 .530

Quality DT01_15 3.206 0.85 .521 .958 1.00 4.00 -.882 .005

Quality DT01_17 3.281 0.83 .517 .958 1.00 4.00 -.993 .234

Device DT02_01 2.921 0.88 .581 .958 1.00 4.00 -.536 -.329

Device DT02_02 3.214 0.92 .621 .958 1.00 4.00 -1.065 .221

Device DT02_03 2.582 0.94 .557 .958 1.00 4.00 -.065 -.730

Device DT02_04 2.704 0.98 .592 .958 1.00 4.00 -.295 -.808

Hardware Software DT03_02 2.985 0.90 .611 .958 1.00 4.00 -.699 -.923

Hardware Software DT03_03 3.080 0.92 .594 .958 1.00 4.00 -.823 -.562

Hardware Software DT03_05 2.991 0.89 .608 .958 1.00 4.00 -.680 -.857

Hardware Software DT03_07 2.959 0.91 .603 .958 1.00 4.00 -.642 -.927

Information Systems DT04_01 3.128 0.77 .627 .958 1.00 4.00 -.625 -.065

Information Systems DT04_06 3.127 0.84 .565 .958 1.00 4.00 -.836 .136

Information Systems DT04_07 2.993 0.80 .656 .958 1.00 4.00 -.566 -.023

Information Systems DT04_10 3.043 0.81 .652 .958 1.00 4.00 -.663 .064

Information Systems DT04_11 3.023 0.81 .650 .958 1.00 4.00 -.562 -.148

Information Systems DT04_12 3.150 0.84 .607 .958 1.00 4.00 -.825 .064

Pe
op

le

Management DT05_01 3.160 0.82 .576 .958 1.00 4.00 -.729 -.144

Management DT05_02 3.066 0.90 .699 .957 1.00 4.00 -.735 -.241

Management DT05_03 3.048 0.84 .628 .958 1.00 4.00 -.543 -.396

Management DT05_06 3.072 0.87 .675 .957 1.00 4.00 -.754 -.096

Supporters DT06_01 2.999 0.87 .673 .957 1.00 4.00 -.562 -.405

Supporters DT06_02 3.001 0.89 .697 .957 1.00 4.00 -.610 -.383

Supporters DT06_03 3.014 0.87 .677 .957 1.00 4.00 -.595 -.363

Supporters DT06_05 2.945 0.89 .689 .957 1.00 4.00 -.554 -.395

Externals DT07_01 3.024 0.79 .563 .958 1.00 4.00 -.518 -.164

Externals DT07_02 2.903 0.85 .660 .958 1.00 4.00 -.478 -.273

Externals DT07_04 2.810 0.85 .651 .958 1.00 4.00 -.391 -.315

Externals DT07_05 2.953 0.79 .613 .958 1.00 4.00 -.523 .044

Externals DT07_06 2.929 0.83 .658 .958 1.00 4.00 -.466 -.246
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Dimension Factor Item code Mean SD CITC CAIID Min Max Sw. Kr.

Pr
oc

es
s

Data Processing DT08_02 2.581 0.99 .246 .959 1.00 4.00 -.123 -.972

Data Processing DT08_04 2.611 0.84 .293 .959 1.00 4.00 -.144 -1.027

Data Processing DT08_07 2.771 0.96 .301 .959 1.00 4.00 -.339 -.811

Data Processing DT08_11 2.679 0.98 .297 .959 1.00 4.00 -.229 -.924

Data Processing DT08_12 2.609 0.97 .266 .959 1.00 4.00 -.144 -.917

Data Processing DT08_15 2.611 0.88 .243 .959 1.00 4.00 -.158 -1.054

Data Protection DT09_01 3.110 0.84 .623 .958 1.00 4.00 -.654 -.309

Data Protection DT09_03 3.040 0.89 .616 .958 1.00 4.00 -.611 -.435

Data Protection DT09_04 3.018 0.91 .640 .958 1.00 4.00 -.609 -.489

Data Protection DT09_05 2.979 0.91 .634 .958 1.00 4.00 -.546 -.564

Data Protection DT09_06 3.021 0.90 .655 .958 1.00 4.00 -.607 -.436

Data Protection DT09_08 3.010 0.90 .651 .958 1.00 4.00 -.607 -.450

Internet & Social Media DT10_02 2.476 0.88 .508 .958 1.00 4.00 -.042 -1.116

Internet & Social Media DT10_03 2.391 0.87 .470 .958 1.00 4.00 .087 -1.217

Internet & Social Media DT10_04 2.350 0.83 .492 .958 1.00 4.00 .146 -1.252

Internet & Social Media DT10_05 2.734 0.99 .552 .958 1.00 4.00 -.295 -.924

Internet & Social Media DT10_06 2.756 0.98 .551 .958 1.00 4.00 -.304 -.914

Note: CITC = Corrected Item total correlation, CAIID = Cronbach’s Alpha If Item Deleted, Sw. = Skewness,  
Kr.= Kurtosis, the 50-item Cronbach’s Alpha Reliability is .96, and the grand mean is 2.935.

Source: own elaboration

Since our research design is cross-sec-
tional from a single source, we have also 
checked whether common method variance 
is an issue for the confidence of our results. 
Although Harman’s single factor test is not 
very strong in terms of detecting common 
method bias, this test was used with maxi-
mum likelihood, unrotated factor solution, 
and extracting one-factor options in the 
SPSS programme. Based on the result, the 
explained variance was calculated as 46.12, 
less than the recommended threshold value 
of .50, indicating that the common method 
variance is not a significant problem in the 
context of the results. 

4. Discussion and Conclusions
Based on individual expectations, percep-
tions, and beliefs, digital trust refers to the 
interactions between individuals and their 
digital environment. Even though it is an un-
certain, complex, and ambiguous concept, 
digital trust is becoming a key phenomenon 
in our digitalised workplace and life. Since 
today’s digital workplace is the key to indi-
vidual and organisational cooperation and 
success, the main purpose of this research 
is to explore the concept of digital trust and 
related factors in the workplace, departing 
from the employees’ point of view of trust. 
For the initial concept, a new digital trust 
model suggested by Marcial and Launer 
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(2019) has been explained within the frame-
work of Technology, People, and Processes 
factors. This model emphasises employees’ 
perceived trust in these three factors in terms 
of meeting their digital expectations in the 
workplace toward a secure digital environ-
ment. Covering key mechanisms of digital 
trust in the workplace, this model uncovers 
three basic factors which are the core mech-
anisms in constructing and sustaining trust 
beliefs.

The study has also tested and confirmed 
a digital trust instrument with its three basic 
factors, including 10 subdimensions in total, 
namely Quality, Device, Hardware/Software, 
and Information Systems subdimensions 
for the Technology factor; Management, 
Supporters, and Externals subdimensions 
for the People factor; and Data Processing, 
Data Protection, and Internet & Social me-
dia subdimensions for the Processes factor. 
The explanatory and confirmatory factor 
analyses have been conducted to test the 
newly developed instrument on a worldwide 
diversified sample. After selecting three ran-
dom sub-samples from the total sample, the 
confirmatory factor analyses have been re-
conducted to increase the generalisability. In 
addition, the item statistics and correlations 
indicate acceptable values in terms of the 
normality and consistency of the instrument. 
Lastly, the Cronbach’s Alpha coefficients of 
all of the subdimensions have been calculated 
and confirmed the reliability of the instru-
ment. All these results have confirmed that 
this instrument is reliable and valid for mea-
suring the core factors and subdimensions of 
the proposed model. Thus, this research has 
primarily presented pieces of evidence that 
digital trust is a generalisable multidimen-
sional construct among employees working 
in different industries and cultures.

4.1. Implications

The findings of this study have several theo-
retical implications. The main contribution 
is building and testing a new three-dimen-

sional model of digital trust in the work-
place. Focusing on employees’ trust percep-
tions of technologies, people, and processes 
in the workplace, this study presents three 
factors which are fundamental to answering 
the question of “what influences employees’ 
digital trust in the workplace?” Furthermore, 
by testing these fundamental factors on a di-
versified sample, this study proposes a valid 
and reliable instrument for measuring digital 
trust in the workplace in different environ-
ments.

This research can be helpful for manag-
ers in creating an awareness of the factors 
that influence the level of digital trust in the 
workplace. It addresses different segments of 
the organisation and can help protect busi-
ness and enable profitable digital growth, 
thanks to the consideration of factors that 
influence the development of digital trust. 
Managers should have this knowledge to ap-
propriately manage people and propose ap-
propriate training and access to knowledge. 
The proposed Digital Trust model also offers 
the flexibility to respond to the specific needs 
of the organisation.

4.2. Limitations and future directions of 
research
There are also certain limitations inherent 
in the research. The number of items in the 
original scale may influence participants’ 
responses, since it takes 30 to 45 minutes 
to finish the questionnaire. The selected 
response type may limit the scope of inter-
pretation, since it leaves participants with 
a forced response. Although the research has 
an advantage in generalising the results with 
a culturally and industrially diversified group 
of employees, the unequal number of these 
groups may influence the general findings. 

In general, the study is based on a quan-
titative approach. Future studies may ben-
efit from using a mixed method, combin-
ing quantitative and qualitative research 
to explore the topic. Secondly, a snowball 
sample was used to collect data for the study. 
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Although snowball sampling is an accepted 
standard process in research design, a ran-
dom sample may have produced improved 
generalisability of the findings. In future 
research, it would be worth taking this into 
consideration. Third, in this study, we used 
the self-reporting method, which is widely 
used in collecting data in this field. In se-
lecting the measures for this study, we made 
every effort to include a uniform view in 
the wording for the items of each construct 
to improve the validity of self-reported data. 
However, self-reported data can have poten-
tial sources of bias, such as subjects’ selective 
memory or even exaggeration, that may in-
fluence the generalisability of the results. In 
future studies, this should be improved.

Lastly, the literature review and findings 
of this research inspired the authors to ask 
the following questions for future study: How 
does digital trust depend on the character-
istics of individuals and organisational cul-
ture? How can we build and rebuild digital 
trust? Did digital trust increase during the 
COVID–19 pandemic? Research related 
to digital trust in different countries is in its 
infancy; therefore, it requires further atten-
tion for building theory and practice in the 
future.
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