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Abstract

The article proposes a system-value approach to managing portfolios of projects for
the development of territorial security systems. The author analyses modern ap-
proaches to project portfolio management, develops a methodology for determin-
ing the integral value of projects, and identifies key items for reconciling stakeholder
interests. For the first time, the paper proposes an approach to defining and struc-
turing the values of portfolios of projects for the development of territorial securi-
ty systems, taking into account the multidimensional impact of projects on various
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stakeholders. The article proposes measures to increase the level of stakeholders’ in-
terest in the creation of territorial security systems based on multi-criteria analysis
and scenario planning. The practical significance of the work lies in the creation of
a methodological framework for the development of models and methods that al-
low taking into account the value for public authorities, businesses, and NGOs when
managing security project portfolios.
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Introduction

Given the growing level of threats associated with man-made accidents, natural
disasters, and social challenges, the relevance of our study is the need to improve
approaches to managing security project portfolios [1-3]. This is especially true in
the context of modern Ukraine, which is facing the consequences of hostilities that
require urgent and comprehensive solutions to restore the territory and ensure the
protection of the population. Justifying the structure of values created through the
implementation of project portfolios not only contributes to a better understanding
of their impact on society but also allows for transparency and efficiency in resource
allocation [4]. Identifying the main subjects of stakeholder alignment helps to reduce
conflicts that often arise due to different preferences and limited resources.

The purpose of the article is to substantiate the structure of values created in the
process of implementing portfolios of projects for the development of territorial se-
curity systems, and also to identify the main subjects of reconciliation of stakehold-
ers’ interests to improve the efficiency of such portfolios.

To achieve this goal, the following tasks are to be performed: to analyze current
approaches to managing security project portfolios; to develop a methodology for de-
termining the values that are formed as a result of project implementation; to identify
the key subjects of stakeholder interests at different stages of project implementation.

The paper proposes for the first time an approach to defining and structuring
the values of portfolios of projects for the development of territorial security sys-
tems, which takes into account the multidimensional impact of projects on different
stakeholders. The article also proposes measures to increase the level of stakeholders’
interest in the creation of territorial security systems based on multi-criteria analysis
and scenario planning.

The practical significance of the work lies in the creation of a methodological frame-
work for the development of models and methods that allow taking into account the
value for public authorities, businesses, and NGOs when managing security project
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portfolios. The results of the study contribute to ensuring transparency in decision-mak-
ing, optimising the use of resources and increasing the level of public protection.

Thus, the study on the value creation from the implementation of project portfo-
lios for the development of territorial security systems is a step towards improving
the efficiency of risk management, aligning stakeholder interests and ensuring sus-
tainable regional development.

The article analyses modern approaches to security project portfolio manage-
ment. Managing security project portfolios is a complex process that involves coor-
dinating resources, aligning stakeholder interests, and monitoring task performance
[5-7]. Effective management of such portfolios requires the use of modern tools and
techniques that ensure adaptation to a changing environment and an integrated
approach to solving problems. This section analyses modern approaches to project
portfolio management in the context of security (Fig. 1).

Figure 1. Modern approaches to project portfolio management and their shortcomings
in terms of use in the development of territorial security systems

~
* Insufficient flexibility in the event of rapid changes
Process-oriented in external conditions.
approach * Difficulty in adapting standard processes to the
specifics of emergencies. )
~
* Possibility of conflicts between stakeholders due to
Stakeholder-oriented different priorities and resources.
approach  High time and resources required to reconcile the
interests of different stakeholders. )
~
« Difficulty in selecting relevant criteria for assessing
Multi-criteria the effectiveness of security projects.
approach * Lack of data or its poor quality for objective
analysis.
4
)
 High uncertainty of results in the case of unlikely
S . -oach scenarios.
cenario approac » Significant costs for scenario development and
modelling.
. 4
. . . . . )
* High cost of implementing innovative technologies,
Innovation-oriented which may exceed the project budget.
approach * Possibility of availability of highly qualified
personnel to work with modern technologies.
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The presented Fig. 1 allows us to structure the main approaches to project port-
folio management in the security sector and identify the key limitations necessary to
increase their effectiveness in the context of the development of territorial security
systems.

The process-oriented approach to project portfolio management focuses on
streamlining processes and creating clear regulations for their implementation. In
the context of security, this means the formation of successive stages of project im-
plementation, from risk assessment to monitoring and mitigation. As noted by the
authors [8-10], the successful application of this approach is possible only if proce-
dures are standardized and modern management information systems are used. One
of the key advantages of this approach is its ability to ensure transparency and con-
trol over project implementation. In particular, the standardization of management
processes reduces the likelihood of errors in project implementation.

In today’s environment, security project management is impossible without tak-
ing into account the interests of stakeholders. The stakeholder-oriented approach
focuses on identifying key stakeholders and taking into account their needs at all
stages of the project. Scholars [11-13] note that this approach helps to reduce con-
flicts between stakeholders and contributes to more efficient attraction of financial
and organisational resources. The application of this approach in the security sector
includes mechanisms for public participation in decision-making, the use of public
feedback and the adaptation of projects to the real needs of the region.

The multi-criteria approach is based on the use of a system of criteria to assess the
effectiveness of a project portfolio. In the security sector, this may include the level of
risk reduction, economic benefits, improvement of social conditions, etc. According
to studies [14-16], this approach allows for an objective assessment of the feasibility
and priority of projects, especially in cases of limited resources.

The use of multi-criteria analysis helps to ensure a balance between short-term
and long-term goals, as well as to reconcile the economic, social, and environmental
aspects of projects.

The scenario approach is one of the most promising in the security sector, as it
allows taking into account the dynamics of the environment and uncertainty. As
noted in [17-19], this approach involves the development of alternative scenarios and
modeling the response of the security system to these scenarios. For example, mod-
eling the consequences of natural disasters or man-made accidents allows for the
timely identification of weaknesses in the security system and the preparation of ef-
fective response measures. The scenario-based approach also provides management
flexibility, allowing projects to be adapted to changes in the external environment
without significantly reducing their effectiveness.

An innovation-oriented approach is also noteworthy, as it plays a key role in mod-
ern security project portfolio management. The introduction of new technologies,
such as artificial intelligence, big data, and the Internet of Things, improves the
quality of risk forecasting and coordination. As the authors of [20-22] emphasize,
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innovations can significantly increase the effectiveness of emergency response
through the use of automation processes and intelligent monitoring systems.

The analysis shows that modern approaches to managing security project port-
folios are based on integration processes, technologies, and stakeholder interests.
Each approach has its advantages and limitations, and their effectiveness differs de-
pending on the specific conditions of project implementation. In practice, project
management uses a combination of different approaches to ensure a comprehensive
approach to solving security problems. However, when it comes to managing secu-
rity project portfolios, a systemic and value-based approach should be used, which
requires substantiation of the value structure from the implementation of these port-
folios and the main subjects of reconciliation of their stakeholders’ interests.

Materials and Methods

In our research on value creation from the implementation of portfolios of projects
for the development of territorial security systems, we apply an interdisciplinary
approach that combines methods of analysis, modeling, expert evaluation and sce-
nario planning. The main attention is paid to identifying the factors that influence
the creation of added value, as well as mechanisms for reconciling the interests of
stakeholders.

The study uses a system-value approach, which allows the integrating vari-
ous aspects of project portfolio management for the development of territorial se-
curity systems. This approach is based on the principles of system analysis, which
provides a targeted perception of the object under study, and the value approach,
which focuses on the creation and evaluation of values formed as a result of project
implementation.

The system-value approach involves the study of territorial security systems as
a multidimensional system that includes technical, social, economic, environmen-
tal, and infrastructural components. In the framework of the study, this allowed for
a comprehensive analysis of the value of project portfolios, taking into account their
impact on all key aspects of regional development. The main stages of applying this
approach are identifying the values that ensure the results of project implementa-
tion, determining the relationships between them, and integrating these aspects into
management mechanisms.

The study was based on the following sources of information. Data on imple-
mented security project portfolios, including reports on initiatives in Ukraine and
abroad. Expert opinions were obtained through a survey of security, project manage-
ment, and regional development professionals. Scientific works and standards, such
as PMBoK, PRINCE2, and ISO 21500, are used to analyze modern approaches to
project management.

To achieve the research goal, the following methods of system analysis were used
to identify the main components of territorial security systems and to identify the
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links between projects in the portfolio and their impact on the main components of
value. Value analysis made it possible to develop a structure of values that are formed
in the process of project implementation. The decomposition method was used to
divide values into social, economic, environmental, and infrastructure components.
Stakeholder mapping was carried out to identify the main groups of stakeholders
(government, business, public, and international partners).

The application of the systemic-value approach allowed not only to take into ac-
count the multidimensionality of the projects, but also to provide a systematic un-
derstanding of their impact on the development of territorial security systems. This
approach ensures the integration of various methods and tools, such as multi-crite-
ria analysis, stakeholder mapping and scenario planning, creating a platform for the
development of practical recommendations. Thus, the system-value approach in this
paper is a methodological basis for comprehensive analysis, evaluation, and manage-
ment of security project portfolios.

Results and discussion

The creation of each of the separate types of territorial disaster management units
provides value for stakeholders and society. Value is the benefits from project prod-
ucts that relate to individual stakeholders and society for fulfilling the requirements
specified in the mission of the project portfolios for the development of territorial
security systems [23-24]. Therefore, in order to create value from the implementation
of projects belonging to the portfolios of projects for the development of territorial
security systems, it is necessary to satisfy stakeholders and society with their product,
i.e. to receive benefits from it and to implement the project portfolio in accordance
with the justified mission. Stakeholders of the projects belonging to the portfolios of
territorial security system development projects are the state, the community, and
business. At the same time, the values from the implementation of projects belong-
ing to the portfolios of projects for the development of territorial security systems
can be divided into basic (V,), additional (V), added (V) and systemic ones (V) ac-
cording to the peculiarities of their formation (Fig. 2).
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Figure 2 - Structure of values from the implementation of project portfolios for the
development of territorial security systems: PDTSS - portfolio of projects for the
development of territorial security systems; Py, Py, Py; - community, regional

and national level projects, respectively; V,, V., V., V_-respectively, basic, added,
incremental and systemic value from project implementation; I, I, I, I, -

the interests of the community, business, government and project managers,
respectively

PDTSS

Basic values V, are received by project stakeholders (P) at the community level,
additional values V are received by project stakeholders (P,) at the regional level,
added values V, are received by project stakeholders (P, ) at the state level, and sys-
temic values V are formed by the office for managing the portfolios of projects for
the development of territorial security systems.

The maximum systemic value V. from the effective implementation of the port-
folios of projects for the development of territorial security systems is obtained by all
their stakeholders due to the systematic coordination of their interests (1) in individ-
ual projects, which ensures the growth of the basic (V,,), additional (V) and added
(V,,) values of these portfolios:

s ai

v :({I/bi}+{V.}+{le.}+Sl.)—>max. (1)
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Successful selection of projects for the development of territorial security systems
portfolios, as well as coordination of the order of their implementation in a given
administrative-territorial unit of the state, makes it possible to obtain synergy (S),
i.e. an additional effect that significantly exceeds the sum of the effects of separately
implemented projects. Systemic values (V) are received by all stakeholders in the
portfolios of projects for the development of territorial security systems on the prin-
ciple of emergence. That is, there are special benefits from the systematic implemen-
tation of projects in the portfolios of territorial security systems development that
cannot be obtained without coordinated management decisions on a set of projects
in a given administrative-territorial unit from a single centre, which is the project
portfolio management office.

Alli-th projects (P,) of j-th types belonging to the portfolios of territorial security
system development projects are implemented on the basis of taking into account
the interests of different stakeholders (I), which are agreed between them. The main
stakeholders interested in the implementation of the TSS development projects P,
on the territory of communities are their residents or communities. Their main in-
terest is to protect lives and material assets of the population on the territory of com-
munities from the negative impact of disasters. These communities, through their
local authorities, initiate projects (P,,) of TSS development on the territory of their
communities by creating their own SFEs. The types and configuration of these for-
mations are coordinated with the territorial departments of the SES representing the
interests of the state (I,) and comply with the current legislation on their establish-
ment. These projects are part of the portfolios of projects for the development of ter-
ritorial security systems. Accordingly, the interests of the community (I ) should be
aligned with the interests of project managers (I, ), who ensure the formation of ef-
fective project portfolios and the creation of maximum value for all their stakehold-
ers. At the same time, there are some business structures operating in communities
that are interested in preserving material assets. At the same time, the interests of
communities (I ) and business structures (I,) should be reconciled when implement-
ing TSS development projects P, in the territory of communities.

At the same time, there are business structures on the territory of certain com-
munities that have a significant scale of activity or use various kinds of hazardous
substances. At the same time, the SESCPs of certain communities do not ensure full
protection of their property, which, in the event of a disaster on their territory, re-
quires the involvement of the regional level FRU. At the same time, the interests of
business entities (I,) and the state (I)), which are represented by the territorial de-
partments of the SES and the FRUs under their control, should be reconciled. At the
same time, the implementation of the i-th TSS development projects in the region,
which are also part of the portfolios of territorial security system development proj-
ects, requires coordination of the interests of business structures (I,) and the state (I,)
with the interests of project managers (I, ).
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It should be noted that the interests of the state (I,) are to ensure targeted organ-
isational and regulatory impact on disaster prevention and response in certain ter-
ritories of the state through the implementation of the SES development strategy of
Ukraine. This strategy can be implemented through the implementation of project
portfolios for the development of territorial security systems with maximum sys-
temic value (V) for stakeholders. The main tasks facing the SES territorial offices
and project managers are to ensure mission profiling and justification of an effec-
tive strategy and architecture of the territorial security system development project
portfolios.

The effectiveness of the implementation of certain types of projects belonging to
the portfolios of territorial security system development projects is determined by
the quality of management decisions made at each level, taking into account the in-
terests of stakeholders. It can be noted that each individual decision ((]ji) on the im-
plementation of the i-th project (Pji) of TSS development at the j-th level depends on
the coordination of the interests of their stakeholders:

Ul=f.o1,), Ul =fU. 1), U’ =f,e 1),
UM=f(Ico 1), UM =f(I,o0,,), U =f(I;o1,,). @
UjC,.B, UI.C,.S, Uﬁs - respectively, managerial decisions on the implementation of

i-th TSS development projects at the j-th level due to the coordination of interests of
the community and business structures, community and state, business structures
and state; U jCI.PM, U ﬁPM, U ;.PM - management decisions on the implementation of the
i-th TSS development project at the j-th level due to the coordination of interests of
project managers with the interests of the community, business structures and the
state; I, I, I, I, — the interests of the community, business, government and proj-
ect managers, respectively.

At the same time, the systemic value of implementing portfolios of projects for
the development of territorial security systems (V) depends on the respective sets of
mutually agreed management decisions between their stakeholders:

v=r(uror b ot e o). e

Based on a systematic analysis of the structure of values from the implementation
of portfolios of projects for the development of territorial security systems and the
interests of their stakeholders, we formulated the main subjects of their coordination
in individual portfolios (Table 1).
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Table 1- Main subjects of coordination of interests of stakeholders in portfolios
of projects for the development of territorial security systems

Level of Implementation of i-th Development Projects for Territorial TSS

Stakeholders - - - -
Community Regional State Project Portfolio
Community Configuration of Volumes of work Volumes of work Priority of project
projects and their ~ executionincom-  executionincom-  implementationin
products, resource  munitiesinvolving  munitiesinvolving  communities
volumes forimple-  regional FRU state FRU
mentation
Business Volumes of commu-  Volumes of regional - Volumes of state Funding volumes
Structures nity FRU involve- FRU involvement FRU involvement for i-th develop-
ment for business  for business struc-  for business struc- — ment projects for
structures tures tures territorial FRU at
j-thlevel
State Regulatory and Regulatory andle-  Regulatory and Strategy for devel-
legal acts for galacts forregional  legal acts for state  oping territorial FRU
community devel-  development development
opment
Volumes and sourc- Volumes and Volumes and
esof project fund-  sources of project  sources of project
ingincommunities  fundinginregions  funding for state
projects
Project Man- Configuration of Configuration Configuration of Mission and
agers community-level of regional-level state-level projects — architecture of
projects and their ~ projectsand their — and their products.  the development
products. Con- products. Contents,  Contents, timing, project portfolios
tents, timing, and ~ timing, and re- and resources. for territorial safety
resources. Basic sources. Additional  Added project systems. Systemic
project values. project values. values. portfolio values.

On the basis of the formulated subjects of reconciliation of interests of stakehold-
ers of the portfolios of projects for the development of territorial security systems,
management decisions are made both on the implementation of individual projects
and systemic management decisions on the implementation of their portfolios. At
the same time, the change in the quantitative value of the objects of coordination of
stakeholders’ interests at certain levels of implementation of TSS development proj-
ects changes the systemic value of the portfolios of territorial security system devel-
opment projects and the quantitative value of synergy, which can take on positive
and negative values. The variability of the direction of the synergy of the territorial
security system development project portfolios is mainly caused by changes in the
configurations of the project environment, the i-th territorial security system devel-
opment projects, and their products.
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Considering the life cycle of project portfolios for the development of territorial
security systems, it can be noted that during this cycle, the processes of controlling
systemic value should be carried out. This will allow timely changes in the structure
of the portfolios of projects for the development of territorial security systems due
to the inclusion of such projects at each level of implementation of these portfolios,
which will ensure that the projected changing configuration of the project environ-
ment will provide maximum systemic value.

This is done on the basis of effective system management decisions made by proj-
ect managers. The main specificity of these management decisions is that their justi-
fication should take into account the changing behavior of the project environment,
which causes both value risks and risks of implementation of individual stages and
projects of TSS development at certain levels of their portfolios.

Conclusions

The analysis of modern approaches to managing security project portfolios has
shown that the most effective are integration approaches that combine process-ori-
ented methodologies, consideration of stakeholder interests, use of multi-criminal
analysis, and scenario planning. However, their adaptation to the specifics of terri-
torial security systems requires taking into account the uncertainties created by the
dynamic nature of the threat and increasing the flexibility of management mecha-
nisms. It has been found that one of the approaches alone is not able to provide com-
prehensive coverage of security aspects, which emphasizes the need for an integrated
approach.

The developed methodology for determining values allowed structuring the so-
cial, economic, environmental, and infrastructural types that are formed as a result
of project implementation. The application of the system-value approach ensured
the identification of an integral value that reflects the project’s impact on the de-
velopment of territorial security systems. The methodology takes into account not
only several indicators but also qualitative aspects, which allow for a comprehensive
assessment of projects and justify their priority within the portfolio.

The analysis of stakeholder interests showed that the key areas for coordination
are resource allocation, determining the optimality of projects, monitoring results,
and adapting to changes in the external environment. For each stage of project im-
plementation, specific points of intersection of interests have been identified that
need to be agreed upon to reduce conflicts and ensure transparency of management.
The use of public participation mechanisms and regular feedback helps to increase
the level of trust among all stakeholders.

Further research is needed to improve models and methods for assessing the val-
ues that are created in the process of implementing portfolios of territorial security
system development projects, taking into account special conditions and constraints.
It is also necessary to study the impact of different types of threats (man-made,
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natural, social) on the structure of values and the effectiveness of the territorial secu-
rity system development project portfolios. This is the basis for adapting the devel-
oped methodologies to the conditions of constant changes in the external project en-
vironment, in particular in the context of military operations, in order to ensure the
sustainability of territorial security systems and achieve long-term socio-economic
benefits for territorial communities.
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